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The Unexpected Impact Judge Kavanaugh’s 
Appointment to the Supreme Court Could 
Have on U.S. Securities Laws

After a lengthy and highly controversial confirmation process, Judge Brett M. 

Kavanaugh, a former United States Circuit Judge for the United States Court of 

Appeals for the District of Columbia, has replaced Justice Anthony M. Kennedy as 

the newest Justice on the Supreme Court of the United States. Judge Kavanaugh’s 

appointment has obvious significance, as conservatives now comprise the majority 

of the U.S. Supreme Court. Less obvious, however, is the impact Judge Kavanaugh’s 

appointment will likely have on U.S. securities laws. Due to the timing of the 

nomination, Judge Kavanaugh will be faced with an important decision: whether to 

recuse himself from a securities fraud case that he recently heard as D.C. Circuit 

Court Judge. 
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Chair Message

Dear Members of the Professional Liability Insurance Committee:

For those of you continuing as members of the PLIC, welcome back!  For all you 

new members, welcome!  This is a letter of introduction from this year’s co-chairs, 

Peter Biging and Tim Rowan, and a heads up about the year ahead.

Peter Biging is a holdover as Chair of this Committee from last year.  A partner in 

the law firm of Goldberg Segalla LLP, Peter heads up the New York metro area 

professional liability and D&O practice of the firm, and also functions as the Vice 

Chair of the firm’s nationwide Management and Professional Liability Practice group.  

Tim Rowan is Managing Director of Marsh USA Inc., where he heads up the 

company’s Professional Firms practice.  Tim and Peter decided to work together 

this year so there would be some continuity as Tim steps into this new role.  

We look forward to working with you in the year ahead, and look forward to your 

active participation.  

For those of you who were not able to participate in person or by phone during 

our meeting at the Fall Leadership Conference on October 13th, the following is a 

summary of what was discussed. 

First, one of the things we’re extremely proud of is this publication, our Quarterly 

Newsletter.  The newsletter is filled with timely articles on issues of interest to our 

members, and presents not only an opportunity for our members to keep up to date 

with the latest key issues as they arise, but also an opportunity for our members to 

show off their expertise to our other members and burnish their credentials.  We 

are incredibly excited about this issue, which includes articles discussing the D&O 

risks presented by the failure to procure adequate cyber liability coverage, the 

anticipated impact Justice Kavanaugh will have on U.S. securities laws, and the 

risks of legal malpractice in the age of cyber-attacks.  They are incredibly timely, 

and tackle a number of cutting edge issues.  While we are extremely excited about 

this issue, we still need articles for the next newsletter.  Please think about getting 

involved and sending us drafts to review.  If you have something you are working 

on, or you have an idea in mind for an article you think would be of interest to the 

PLIC community, please feel free to reach out to either of us or Jennifer Feldscher, 

this year’s article’s editor.  Also, if you have an article you did for your firm or 

company publication and you think it would benefit a wider audience, please 

consider suggesting that as well.  We can be reached through the ABA website, 

or by sending emails to Pbiging@goldbergsegalla.com and Tim.Rowan@marsh.

com.  You can also send the articles to our articles editor, Jennifer Feldscher.  She 

Timothy Rowan
Marsh USA Inc
tim.rowan@marsh.com

Peter J. Biging, Esq. 
Chair, Professional Liability 
Insurance Committee
pbiging@goldbergsegalla.com
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can be reached at jfeldscher@goldbergsegalla.com.  We will need draft articles to 

review by mid-December.  

Second, we want to remind folks of the opportunity to get yourself published in the 

Tort Trial & Insurance Practice Law Journal’s Year in Review Issue.  Each year, 

this Committee contributes to this special issue with a section discussing recent 

developments in professional liability and D&O, including coverage issues.  This is 

a law review caliber publication, and the articles are unfailingly of extremely high 

quality.  We will be looking for folks to write articles on the most recent developments 

over the past year in lawyer’s professional liability, accountant’s E&O, insurance 

agent/broker E&O, real estate professional E&O, and management liability/D&O, 

as well as miscellaneous professional.  Please help us continue to contribute to 

this annual issue, and let us know what topics you would be most interested in 

writing on.  Because the entire submission can’t be 50 pages in length, the goal 

here is quality over length.  So preparation of each part of our submission should 

be extremely manageable from a time commitment standpoint.  We need to receive 

submissions on this by mid-November.    

Third, we want to provide you with an early reminder to block out time to attend the 

ABA Tort Trial & Insurance Practice Section (i.e, “TIPS”) Conference, scheduled 

to be held next year on May 1-5, 2019 at the Westin Hotel in New York City.  Last 

year’s Section Conference contained a host of timely and terrific presentations, and 

the 2019 conference promises to be no exception.  In addition to the availability of 

useful practice guidance and CLE afforded by the conference, it offers unparalleled 

networking opportunities as well.  We know you have a lot of options for your CLE, 

but this is a conference we believe you should make every effort to block out time for.  

Fourth, we want to invite you to join us for our monthly calls, during which we will talk 

about committee business, discuss upcoming programs we are looking to develop 

or participate in (including our annual participation in the D&O insurance coverage 

min-conference held each year at St. John’s University Law School’s New York City 

campus in late January on the eve of the PLUS D&O conference, as well as joint 

mini-conferences with PLUS in development), and on occasion hear from guest 

speakers.  This past year, we were treated to presentations on how to understand 

and advocate to the Millennial Juror, how to manage the overwhelming morass of 

electronically stored information now presented in each professional liability and 

D&O matter, and how to approach the issue of lost profits from an accounting 

expert’s perspective.  We are planning on having a number of guest speakers again 

this coming ABA year, and look forward to hearing from you regarding any ideas you 

have for specific topics and speakers.

www.americanbar.org/tips
mailto:jfeldscher@goldbergsegalla.com
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Lastly, we want to invite people to participate more actively by becoming a member 

of a sub-committee.  If you are interested, we are looking for folks to participate in 

the following sub-committees:

• Management Liability/D&O

• Lawyer and Accountant Professional Liability

• Financial Services E&O

• Miscellaneous Professional Liability (Consultants, Architects and

Engineers, Technology, etc.)

If you are interested in getting involved in a sub-committee, please contact us and 

copy our Chair Elect, Scott Slater, who can be reached at sslater@slatergrant.com.  

As you may have guessed by now if you’ve read this far, this is a very active 

Committee, and a committee we are very proud of.  We look forward to working 

with you in the year ahead, and getting a chance to get to know you and spend 

time with you!  

Sincerely, 

Peter and Tim

©2018 American Bar Association, Tort 
Trial & Insurance Practice Section, 321 
North Clark Street, Chicago, Illinois 
60654; (312) 988-5607. All rights 
reserved.

The opinions herein are the authors’ 
and do not necessarily represent the 
views or policies of the ABA, TIPS 
or the Professional Liability Insurance 
Committee. Articles should not be 
reproduced without written permission 
from the Copyrights & Contracts office 
copyright@americanbar.org.

Editorial Policy: This Newsletter 
publishes information of interest to 
members of the Professional Liability 
Insurance Committee of the Tort 
Trial & Insurance Practice Section 
of the American Bar Association — 
including reports, personal opinions, 
practice news, developing law and 
practice tips by the membership, as 
well as contributions of interest by 
nonmembers. Neither the ABA, the 
Section, the Committee, nor the Editors 
endorse the content or accuracy of 
any specific legal, personal, or other 
opinion, proposal or authority.

Copies may be requested by contacting 
the ABA at the address and telephone 
number listed above.

Stay Connected
with TIPS
We encourage you to stay up-to-date on important Section news, TIPS meetings 
and events and important topics in your area of practice by following TIPS on 
Twitter @ABATIPS, joining our groups on LinkedIn, following us on Instagram, 
and visiting our YouTube page! In addition, you can easily connect with TIPS 
substantive committees on these various social media outlets by clicking on any 
of the links.

Connect with  
Professional Liability 
Insurance   website

www.americanbar.org/tips
mailto:sslater@slatergrant.com
https://twitter.com/ABATIPS
https://www.linkedin.com/groups/55713/profile
https://www.instagram.com/aba_tips/
https://www.youtube.com/user/AmericanBarTIPS
https://connect.americanbar.org/tipsconnect/communities/community-home?CommunityKey=777ff579-3dd5-40c9-8f9f-0dca44beff22
https://www.linkedin.com/groups/55713/profile
https://www.linkedin.com/groups/4334547/profile
https://www.instagram.com/aba_tips/
https://www.youtube.com/user/AmericanBarTIPS
https://twitter.com/ABATIPS
https://twitter.com/ABATIPSPLIC
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Defrosting Shareholder Actions for Cyber-
Insecurity:  D&O Liability for Inadequate 
Insurance Coverage

The failure of the shareholder derivative litigation stemming from the hacking of data 

held by the Wyndham Hotel and Resorts led to a chilling of shareholder actions 

against directors and officers of companies arising from cyber losses.  Recent 

evidence, however, reveals that the chilling effect of this failed litigation is all but over.  

The fact is that directors and officers’ potential liability resulting from data breaches 

is growing.  The soft cyber market for many industries, in conjunction with the lack of 

a standardized cyberinsurance policy, allows for policies to be fully customized with 

the elimination of certain broad exclusions.  If companies fail to avail themselves 

of favorable policy provisions and instead allow cyberinsurance policies to contain 

sweeping exclusions, they will look to recover from their insurance brokers.  But, 

as a company’s response to a cyberattack, which necessarily includes obtaining 

insurance, is increasingly the C-suite’s responsibility, shareholders may target the 

directors and officers of the company, particularly the Chief Information Security 

Officer or the head of risk management, for their failure to obtain the most favorable 

policy language available in the marketplace.  Recent events reveal this scenario is 

hardly fear-mongering.

Prior to 2018, shareholder actions against directors and officers stemming from 

a data breach loss seemed to be a long shot.  Following breaches suffered by 

Wyndham Hotel and Resorts between 2008 and 2010, shareholders brought 

a derivative action that was ultimately dismissed.1  On three occasions, hackers 

had breached Wyndham Worldwide Corporation’s (“WWC”) main network and 

collected sensitive data.  The Federal Trade Commission began its investigation 

in April 2010 and, in June 2012, filed suit against WWC for its inadequate security 

practices.  Shareholders sent demands on two occasions to the WWC Board of 

Directors demanding that it bring a lawsuit based upon the breaches.  The Board 

rejected the demands.  The shareholder who sent the second demand filed suit 

in 2014 against WWC and numerous corporate officials, asserting they failed to 

implement adequate data security mechanisms, which allowed the hackers to steal 

customer data and, in turn, damaged WWC’s reputation and resulted in a significant 

expenditure of legal fees.

WWC moved to dismiss the derivative suit arguing, in pertinent part, the refusal to 

pursue the shareholder’s demand was a good-faith exercise of business judgment 

and further, the shareholder failed to plead with particularity that the decision was 

Read more on page 21 
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about related issues beyond those 
outlined above, please feel free to 
contact us directly.

Discussion Paper: Limiting Law Firms’ 
Professional Liability Exposure

How law firms can maintain client relationships while 
protecting themselves against malpractice claims

The relationship between law firms and their corporate clients is changing.

Corporate attorneys are increasingly bringing more work in-house and spreading the 

remaining work among a number of law firms. In the process, they are demanding 

more concessions from outside legal counsel in exchange for the opportunity to 

remain on the company’s approved counsel list. These concessions can range 

broadly from data protection provisions to limits on working with the client’s 

competitors, requests for statute of limitation waivers, broad indemnity agreements 

and more.

Many law firms feel pressure to yield to these requests in the interest of maintaining 

the client relationship. Further complicating matters is increased competition from 

both traditional rivals and new market entrants, such as accounting and consulting 

firms and technology-enabled providers offering legal services at reduced rates. 

Since these new competitors are not law firms, they are not bound by the same 

ethical rules that law firms operate under and can, therefore, require extensive 

contractual limitation of liabilities from clients. Meanwhile, where law firms utilize 

outside specialists and consultants to cut costs while maintaining service levels, 

they take on supervisory responsibility for the actions of these third-parties and 

increase their own liability exposure.

Against this backdrop, law firms are increasingly presented with engagement letters 

that open the door to greater professional and cyber liability exposure, often beyond 

the scope of their insurance coverage. Further, as the severity of professional 

liability claims continues to rise, law firms are increasingly viewed as deep pocket 

defendants. As a result, proactive risk management, beginning at the point of client 

engagement, has become an increasingly important part of the overall practice 

management strategies that law firms employ to protect their future viability.

This discussion paper takes a closer look at the importance for law firms to utilize 

engagement letters that are designed to limit their professional liability exposure. 

Proper attention to three components in the letter can assist in accomplishing this 

objective. In fact, many professional liability claims can be avoided by the judicious 

use of a well-thought-out engagement letter. Taking prudent steps to limit or guard 

Read more on page 26 
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Gone Phishing – Legal Malpractice in the 
Age of the Cyber-Attack

In early June, news broke that local and federal law enforcement officials had arrested 

74 people, including nearly 30 in Nigeria, in a “coordinated crackdown on people 

who convince correspondents to wire them money for fraudulent activities.”1  The 

scam? We all know it of course – it’s the old “Nigerian prince needs help transferring 

his inheritance to the United States” email, the one where your account number, 

social security number and other personal information are “urgently” required to 

help assist the Prince with getting his money out of his country. Of course, after 

that information is provided, the victims watch as their money is slowly but surely 

siphoned off and out of their accounts never to be recovered or seen again. The 

Prince’s inheritance never does show up in the victim’s electronic coffer.

Legal professionals may scoff at the notion that they could ever be affected by this 

type of fraud, what has become known as the “man in the email” scam. Who could 

ever fall for that, right? Well, as it turns out, variations of this particular scam have 

begun to seep their way into sensitive and potentially confidential matters attorneys 

have with their clients in the legal profession. In fact, recently, certain fact patterns 

have emerged where clients, rather than attorneys are the ones fooled by the “man 

in the email” scam, leaving attorneys vulnerable to claims of malpractice as a result 

of a cyber-attack on their offices’ systems which may have yielded the confidential 

information alleged to have caused or contributed to the clients being exposed to 

the scam. While there is some debate as to what duty, if any, the attorney has to the 

client in this situation, the evolution of this area of potential exposure has been both 

interesting and worrisome to watch.

Developments in Case Law

In one of the first cases to examine these issues, Shore v. Johnson & Bell, Ltd., 
16-cv-04363 (N.D.Il. 2016), the plaintiffs filed a class action complaint2 against a 

Chicago-based law firm alleging that the firm’s computer systems suffered from 

“critical vulnerabilities in its internet-accessible web services[,]” the result of which 

was that confidential client information had been exposed and was allegedly at great 

risk of unauthorized disclosure. In fact, plaintiffs claimed that it was “only a matter 

of time until hackers learn[ed] of these vulnerabilities,” risking harm to their client’s 

information, communications and additional documents stored on the firm’s servers. 

Even more specifically, plaintiffs alleged that the lack of security surrounding 

the remote network utilized by the firm made a “man in the email” or, as they 

Kenneth M. Labbate, Esq.
Mound Cotton Wollan & 
Greengrass LLP

Jason L. Ederer, Esq. 
Mound Cotton Wollan & 
Greengrass LLP
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characterized it, a “Man in the Middle” attack, a “serious concern.”3 Plaintiffs further 

alleged that, while they had expected that the firm would use unspecified “industry 

standard measures” to protect their confidential data, they would not have retained 

the firm or provided their confidential data had they known about the “lax” security 

protocols and insecure systems utilized by the firm.4 As a result of the foregoing, 

plaintiffs alleged that their confidential data had been exposed.5 

The challenge with the allegations raised in the Shore complaint was fairly evident 

– it was not clear what, if any, damages were sustained. This may have been one 

of the primary reasons why the Shore case was diverted to pre-trial arbitration in 

February of 2017, never to be heard from again. Whereas that case seemed like a 

preemptive strike against a possible breach (indeed, the duty allegedly breached 

was that the firm “failed to implement industry standard data security measures, 

resulting in [potential] vulnerabilities and the exposure of confidential data”6), it was 

the next case which took this type of claim a step further, giving potential plaintiffs 

a clear template to utilize in suing law firms whose data breaches ended up costing 

them dearly.

In Millard v. Doran, No. 153262/2016 (Sup. Ct. N.Y. Cty.), plaintiffs, a husband and 

wife, alleged that defendant, their real estate lawyer, was liable for malpractice and 

breach of fiduciary duty arising out representation in connection with a real estate 

purchase in New York City. According to the complaint7, Doran, the defendant 

attorney, committed malpractice by “permit[ing]” cyber criminals to hack into her 

email system and to read and intercept communications that had purportedly been 

sent to the Millards by Doran. Apparently, after alerting the unnamed criminals that 

the Millards were about to transfer large sums of money to the seller as part of the 

real estate purchase, the cyber-criminals drafted fraudulent emails made to look 

like they were written and sent to the Millards by Doran herself. In those emails, 

the Millards were instructed to send funds by wire transfer to a bank account that 

purportedly belonged to the seller, but which, they later found out, was actually 

under the control of the criminals.8  The story is a familiar one after that -- following 

receipt of the instructions, the Millards wired the money (upwards of $2 million) to 

the requested location, i.e., straight into to the criminals’ account.9 They did not 

speak with Doran before sending the money. In fact, the scheme was, apparently, 

plotted so meticulously that the criminals even sent fraudulent confirmation emails 

to Doran from the fake account, just to lull both sets of victims into a further sense 

of comfort that nothing was amiss. By the time either client or attorney realized 

that the email address in question did not, in fact, belong to the seller’s attorney, 

the $2 million had vanished.10 
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Given that there was an ascertainable and verifiable loss involved, allowing the 

plaintiffs to allege damages that were beyond the mere speculative damages 

alleged in Shore, the Millard case appeared ripe for adjudication. Similar to Shore 
though, the Millard case appears to have been settled shortly after issue was joined. 

Why did these cases not move forward? Is such a malpractice claim viable? These 

questions have yet to be answered. However, the repetitive allegations in these 

lawsuits raise another important question lying at the heart of this issue: what is 

a law firm’s duty in dealing with cyber security on the one hand, and protection of 

confidential client information on the other? Ethical considerations and an analysis 

under applicable law may shed some light on why plaintiffs appear more willing to 

resolve these claims early rather than undertaking the effort and cost associated 

with trying to establish a malpractice claim in these circumstances. 

Ethical Considerations

An attorney’s ethical responsibilities are now fairly well-defined when it comes to the 

protection of a client’s confidential data. Following the ABA Ethics 2020 Commission’s 

Report and Recommendation, the ABA House of Delegates approved the following 

amendments to the ABA’s Rules of Professional Conduct: 

• Paragraph 8 of the Comment to Rule 1.1 now states that “a lawyer should 

keep abreast of changes in the law and its practice, including the benefits 
and risks of technology…”; and 

• Rule 1.6 imposed a duty on attorneys to use reasonable means to maintain 

the confidentiality of information relating to a client’s representation. 

Pursuant to the 2020 Commission’s Report, subpart (c) to Rule 1.6 was 

amended to add that:

• “A lawyer shall make reasonable efforts to prevent the inadvertent or 

unauthorized disclosure of, or unauthorized access to, information relating 

to the representation of a client.”11  

While these changes were certainly welcome, this initial report failed to outline what 

the changes in technology were that attorneys were to keep themselves abreast of, 

and what constituted “reasonable efforts” which attorneys needed to undertake to 

ensure that their clients’ confidential information was, in fact, safely guarded.

In June of 2017, the ABA Standing Committee on Ethics and Professional 

Responsibility moved to clarify the report further, putting forward its Formal Opinion 

477R on “Securing Communication of Protected Client Information.”12  In that 
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opinion, the ABA provided guidance or what can be better termed as “suggestions” 

as to what “reasonable efforts” may mean for attorneys going forward. These 

suggestions included: (1) that attorneys/firms should understand the nature 

of the potential cyber threat and make greater efforts to protect confidentiality 

with “higher risk scenarios”; (2) that attorneys/firms should understand how and 

where communications with clients are stored, with the recommendation that 

each method of transmission be assessed for its compliance; (3) that attorneys/

firms should use reasonable electronic security measures to safeguard their 

clients’ information, with what is “reasonable” varying depending on the facts 

and circumstances of the case; (4) that attorneys/firms should protect certain 

electronic communications at different levels, depending on the sensitivity of 

the communications; (5) that attorneys/firms establish policies, procedures and 

training methods to help other attorneys/non-lawyers with the handling of this type 

of information; and (6) that attorneys/firms conduct due diligence on their email 

service providers prior to enlisting their services.13  However, besides creating 

what amounts to a cyber-security “arms race” among law firms, the “guidance” 

also fails to provide any insight as to how a sole practitioner can compete against 

a large firm in implementing and maintaining these “reasonable efforts” without 

bankrupting itself.

Practical Considerations

While not an exhaustive list, these “suggestions” bring to mind a number of practical 

questions and concerns. As these cases become more and more prevalent and of 

concern to large and small firms alike, questions arise as to what firms can do to 

best insulate themselves from this type of claim and when exposed to a claim of 

malpractice based upon an underlying cyber-attack, how attorneys are to handle 

these types of claims. 

It starts with scrutiny of a complaint, itself, and the allegations made therein. For 

example, take the factual situation where a plaintiff (client or former client of a firm) 

asserts that its confidential information was obtained from the firm’s computer as a 

result of a “data breach” or “cyber-attack.” To the extent the firm was, in fact, a victim 

of a cyber-attack that resulted in a data breach, it must consider whether it has 

obligations under breach notification statutes, such as N.Y. Gen. Bus. Law Section 

899-aa, the New York State Information Security Breach and Notification Act, 

enacted in either the state of the action or other states/countries in which it is doing 

business or servicing clients. Any firm involved in this situation should seek counsel 

from their errors and omissions insurer (and any other insurers that may potentially 
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provide coverage to the firm such as property, general liability, and stand-alone 

cyber insurers) and with companies specializing in breach notification obligations to 

ascertain what exposure they may have and how to best respond to that exposure. 

Once an attorney learns of a claim from a client or former client that a loss may 

have been sustained as a result of a data breach to its system, that attorney should 

immediately place all applicable insurers on notice, so as to secure the maximum 

available coverage. Attorneys and firms alike must know and understand their 

policies’ limitations at the outset, and make sure to safeguard themselves against a 

potential future malpractice claim, as well.

In responding to such a claim, an attorney or law firm must also be cognizant of, 

and make sure to preserve, all information stored electronically or on back-up media 

(tapes, hard drives, CDs, etc.), as well as all electronic systems and storage devices 

(whether physically located at the premises where the firm and/or attorney works, or 

remotely, e.g., in cloud storage on a home computing system). This is often a costly 

undertaking, but one that must be done in an effort to insulate the firm from sanctions 

that could be imposed by a court for the failure to preserve relevant evidence. The 

latter type of “system,” residing on “the cloud” such as Gmail or AOL Mail, is the type 

of system often utilized by smaller firms and sole practitioners in an effort to balance 

expenses against revenues. 

Attorneys sharing data with their clients face a related risk in that they may be 

doing business with clients that maintain inadequate security of their own, thereby 

exposing their firm’s systems to infiltration. Certainly, an attorney can control their 

own systems, but how can an attorney control their clients’ computer systems? At 

a minimum, attorneys should employ, and encourage their clients to implement, 

two-factor authentication on their electronic accounts, i.e., a password and a 

second form of identification (i.e., a numerical code sent by text), as a “reasonable 

measure” to protect against data loss through a cyber-attack. While limiting the 

use of third-party email, like Gmail, may not be feasible for either attorney/firm 

or client, other recommendations include utilizing free, downloadable antivirus 

protection, both in the home and remotely on smartphones, using password-

protected, private Wi-Fi, as opposed to public Wi-Fi, when working or sending 

things remotely, allowing automatic security updates to download on all computer 

systems and, if possible, using encrypted means of exchanging information, rather 

than general, unprotected email, to communicate between attorney and client, 

especially if the information is particularly sensitive (such as confidential bank 

and transactional-related information). While an attorney/firm must stay vigilant 

in maintaining his own system, failure to advise the client about the simplest of 
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security measures for their confidential documents could also potentially leave 

the attorney at risk for claims of malpractice. Attorneys would be wise to gain a 

full understanding of these simple measures, both to be ethically compliant and 

to safeguard themselves against potential malpractice claims as these claims are 

anticipated to evolve and become more prevalent. 

Data preservation by a firm after notification of a loss also preserves information 

for a forensic review, which may provide the best evidence upon which to defend 

against a claim of “malpractice” based upon inadequate electronic security. Indeed, 

something unique to this type of case that is emerging is the “offensive” forensic 

review done immediately to disprove allegations of hacking into a firm’s computer 

system. By undertaking a forensic review of a firm’s system, the firm may be able to 

rule out the possibility that it was the victim of a data breach, thereby negating up-

front a claim that a client’s confidential information was exposed due to a breach of 

the firm’s systems. 

Using your best defense offensively in this type of case, highlights the potential 

difficulties a plaintiff may experience in actually attempting to establish this type of 

claim. One of the challenges with this approach, and the reason why the Millard 
and Shore cases may have resolved early, is that the costs associated with an 

“offensive” forensic review may outweigh the actual or alleged exposure presented, 

thereby leaving a firm and its involved insurers to weigh the “costs and benefits” 

associated with undertaking a costly forensic review, particularly when the potential 

exposure is nominal. 

In addition to a forensic review of a firm’s system to defend against a plaintiff’s 

claim of damages resulting from a breach, attorneys can rely upon other traditional 

defenses to a claim of “malpractice” to defend against such claims. Under New York 

law, for example, an action for legal malpractice requires proof of three elements: 

(1) that the attorney was negligent; (2) that such negligence was a proximate cause 

of plaintiff’s losses; and (3) proof of actual damages.14 The challenge that exists 

with the type of claim based on the factual situation presented by the Millard case 

is whether a client or former client can show in a claim for professional negligence 

arising from an alleged breach of the attorney’s computer system. In other words, 

“but for” the attorney’s alleged malpractice, the plaintiff must show he or she 

would not have sustained some actual ascertainable damages, as such a failure 

to establish proximate cause requires dismissal regardless of whether negligence 

is established.15 
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In a case like Millard, where it is the client who responds to a fraudulent email and 

wires money to a fraudulent bank account, where there are numerous third parties 

involved in the transaction (lender, broker, other attorneys, title companies, etc.), it 

would be very difficult to show that the loss of confidential information and damages 

that are alleged to flow therefrom were, in fact, caused by the attorneys’ conduct in 

failing to secure the client’s confidential information. In other words, the loss may 

be too attenuated to meet the requisite “but-for” element of causation required to 

maintain a malpractice claim against an attorney. If the client can establish that the 

information in the fraudulent email was obtained from a breach of the attorney’s 

email system and/or electronic files, it may allow the claim to proceed, depending 

upon what evidence exists of security implemented by the firm to secure its clients’ 

data and how that Court views those safeguards in light of the standard of care for 

similarly situated attorneys, using the “reasonable efforts” now required of firms to 

safeguard confidential client data.

Complicating matters further for potential plaintiffs is the fact that while maintaining 

“inadequate” security systems may give rise to an ethical violation, it is well-settled 

law in certain venues that an ethical violation does not, in and of itself, give rise 

to a legal malpractice claim.16 It has been noted that the Code of Professional 

Responsibility only provides for a public, disciplinary remedy, and does not set 

out rules for asserting private claims in a civil lawsuit.17 Thus, simply alleging a 

violation of the aforementioned ethical rules will only get a plaintiff so far, and often 

an appropriate Disciplinary Committee, and not a courtroom, is the appropriate 

forum for same.18 Even with a provable ethical violation, a plaintiff still needs more 

-- evidence that the ethical breach caused damages and violated the standard of 

care owed to the client -- to maintain a malpractice claim. The evidence to support 

such a claim is costly and may be hard to come by (IP hosts and email service and 

system providers will need to be subpoenaed) and even harder to utilize (i.e., did 

the information used come from the allegedly hacked counsel, or any of the other 

individuals/entities participating in the transaction? was it the disclosed information 

which caused the damages, or was it other information?). 

Accordingly, there are many hurdles to a plaintiff’s effort to establish a “man in the 

email” malpractice-based claim that may quell the desire of counsel to file such 

claims or lead to an early “cost efficient” settlement of such claims.
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Conclusion

In the end, the legal profession continues to hold its breath while the courts wrestle 

with this issue and work to define the scope of the duty owed by counsel to their 

clients for the preservation of confidential client data in an environment where the 

cyber criminals are, and will, likely remain a step ahead of any technology that can 

be implemented, leaving aside the costs associated with implementing “state-of-

the-art” protections, which themselves may be unaffordable to many or most firms 

and become outdated in very short periods of time. 
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The Case: Lorenzo v. Securities and Exchange Commission 

Lorenzo v. Securities and Exchange Commission,1 which the U.S. Supreme Court 

recently agreed to hear on appeal, involved an investment banker who, at the 

direction of his boss, copied and pasted fraudulent statements written by his boss 

into emails to two potential investors. The statements were intended to induce the 

investors to purchase bonds from Lorenzo’s only investment banking client at the 

time, a start-up energy company. Despite Lorenzo’s knowledge that the company 

had recently declared its assets devoid of any value, Lorenzo’s emails informed the 

investors that the company had over $10 million in confirmed assets and $43 million 

in orders. However, Lorenzo’s emails expressly indicated that they had been sent 

“at the request of” his boss, and Lorenzo claimed that he simply copied and pasted 

the emails at his boss’s direction without any independent analysis of their contents. 

In a split decision, the D.C. Circuit concluded that Lorenzo, by copying and 

disseminating his boss’s words to potential investors, was not the “maker” of the 

fraudulent statements for the purposes of Rule 10b-5(b) under the Securities 

Exchange Act of 1934, which deems it unlawful “[t]o make any untrue statement of a 

material fact. . . in connection with the purchase or sale of any security.”2 However, 

the Court found that Lorenzo acted with the requisite intent in sending the emails and 

was therefore liable for participating in a “fraudulent scheme” under Rule 10b-5(a) 

and (c), as well as Section 17(a)(1) of the Securities Act of 1933, which deem it 

unlawful to “to employ any device, scheme, or artifice to defraud . . . in connection 

with the purchase or sale of any security.”3 

In so holding, the Court differentiated Janus Capital Group, Inc. v. First Derivative 
Traders,4 in which the Supreme Court articulated the rule that the “maker” of a statement 

for purposes of Rule 10b-5 is the individual or entity with ultimate authority over its 

content. In Janus, the Court found that an investment advisor that initially drafted false 

statements was not liable for violations of Rule 10b-5 where an independent entity 

disseminated the statements to investors in its own name because the investment 

advisor’s role in preparing the statements was unknown to the investors. The D.C. 

Circuit found that, in contrast to the entity acting as an investment advisor in Janus, 

Lorenzo was significantly more culpable and acted as a participant in the scheme 

by sending the statements in his own name. The Court emphasized that, “Unlike in 

Janus, therefore, the recipients of Lorenzo’s emails were not exposed to the false 

information only through the intervening act of ‘another person.’”5

Judge Kavanaugh’s Dissent

Judge Kavanaugh dissented from the D.C. Circuit’s opinion in Lorenzo, asserting 

that holding Lorenzo liable for “scheme liability” under Rule 10b-5(a) and (c) and 

The Unexpected... continued from page 1
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Section 17(a)(1) blurred the line between primary liability and secondary liability (i.e., 
aiding and abetting) for securities fraud violations. Instead, he stated that he would 

adopt the approach of other Circuit Courts that “scheme liability must be based 

on conduct that goes beyond a defendant’s role in preparing mere misstatements 

or omissions made by others.”6 In his view, this rule is intended to prevent those 

who would normally be only secondarily liable for aiding and abetting the making 

of fraudulent misstatements from being held primarily liable for the same conduct 

under a theory of scheme liability. In Judge Kavanaugh’s view, expanding the 

scope of scheme liability to hold individuals in Lorenzo’s position liable for primary 

violations of Rule 10b-5 will effectively eliminate secondary liability by making aiders 

and abettors primarily liable for securities fraud violations. 

The distinction between primary liability and secondary liability is particularly 

important to the SEC, because it is easier to prove primary liability. This is because, 

in order to prove secondary liability, the SEC must prove not only a securities 

violation by the primary violator, but also knowledge of this violation and “substantial 

assistance” by the aider and abettor in committing the violation. It is also particularly 

significant to private plaintiffs, who are not permitted to bring claims for aiding and 

abetting securities fraud.7 For this reason, blurring the line between primary and 

secondary liability would make it much easier for the SEC and private plaintiffs to 

prove securities fraud claims against entities and individuals like Lorenzo, who did 

not “make” the fraudulent statement at issue.

The Potential Impact of Kavanaugh’s Appointment 

What do Judge Kavanaugh’s dissent and appointment to the Supreme Court mean 

for the Lorenzo case? Due to his prior involvement in the case as a D.C. Circuit 

Judge, Judge Kavanaugh may be forced to recuse himself from the case, leaving 

the possibility of a split decision.8 In fact, in 2016, public interest group Fix the 

Court found that Supreme Court Justices recused themselves 180 times in a single 

session, with most of the recusals due to prior work on the case at issue.9 For this 

reason, it is not only possible, but is likely, that Judge Kavanaugh will be forced to sit 

on the sidelines when the Supreme Court hears the Lorenzo appeal. 

If Judge Kavanaugh does recuse himself from the case, his recusal will leave only 

eight Justices to decide Lorenzo, and one less Justice who favors a more restrictive 

view of who can be considered the “maker” of a statement and held liable for violations 

of Rule 10b-5 under a theory of scheme liability. This is critical, because Janus 
was a 5-4 decision, with the four more liberal Justices—Justices Breyer, Ginsburg, 

Sotomayor, and Kagan—all of whom are still Supreme Court Justices—dissenting. 
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In their dissent, these Justices expressed their disagreement with the majority’s 

view that only those with “ultimate authority” over a statement can be considered the 

“maker.” Thus, a recusal by Judge Kavanaugh would create a significant likelihood 

that the Supreme Court will reach a 4-4 deadlock in Lorenzo. 

A 4-4 deadlock would not only delay further clarification from the Supreme Court 

on the standard articulated in Janus, but would also leave the D.C. Circuit’s ruling 

in Lorenzo intact. As a result of this deadlock, ultimately the SEC would have 

significantly expanded authority under the D.C. Circuit’s ruling, allowing the SEC 

to sidestep the higher burden of proof for aiding and abetting claims and instead 

impose primary liability for violations of Rule 10b-5 on a defendant who was not the 

“maker” of a fraudulent statement using a theory of scheme liability. Perhaps most 

significantly, an affirmance of the D.C. Circuit’s ruling would allow private plaintiffs to 

invoke scheme liability to bring claims against secondary violators like Lorenzo, who 

would otherwise be beyond the reach of private actions for violations of Rule 10b-5.

While it appears unlikely Judge Kavanaugh will participate in the Lorenzo appeal 

given his previous involvement and the strong opinion he has already articulated in 

the case, his appointment to the Supreme Court could have broader implications 

for U.S. securities laws. Even if a deadlock does prevent the Supreme Court from 

overruling the D.C. Circuit’s holding in Lorenzo for the time being, a predominantly 

conservative Supreme Court is ultimately likely to expand the ruling of Janus to 

prevent individuals and entities who did not “make” the fraudulent statement at 

issue from being held liable under a theory of scheme liability, thereby significantly 

curtailing the ability of both the SEC and private parties to bring claims for primary 

violations of Rule 10b-5. 
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either made in bad faith or based on an unreasonable investigation.  In terms of bad 

faith, the shareholder argued both outside counsel and WWC’s general counsel 

were conflicted.  The court rejected both arguments.2  The court also found the 

shareholder failed to show WWC’s investigation to be unreasonable since the Board 

had reviewed ample information and took numerous steps to familiarize itself with 

the subject matter of the demand.3  This ruling understandably had a chilling effect 

on shareholder derivative actions with respect to data breaches, since shareholders 

likely noted that, under the auspices of the business judgment rule, the court gave 

substantial deference to the company concerning cybersecurity affairs.

Plaintiffs did not give up entirely, however, and recent events have shown their 

resolve may ultimately pay off.  A prime example is the $80 million settlement 

entered into by Yahoo in connection with securities class action lawsuits brought by 

its shareholders.4  As background, Yahoo had learned in 2014 that it had suffered 

a breach impacting 500 million of its users.  However, it did not disclose the breach 

until 2016.  Between the breach and the disclosure, Yahoo entered into negotiations 

to be acquired by Verizon.  The gist of the class’ allegations was that certain directors 

and officers failed to disclose and presented misleading information regarding 

Yahoo’s cybersecurity practices.  As a result of these subpar practices resulting in 

data breaches and the failure to promptly report and remedy the breaches, it was 

alleged that the company’s stock price dropped, which caused Yahoo to be sold to 

Verizon for $350 million less than it otherwise would have.5  

Wendy’s became embroiled in a similar scenario, albeit critically different in regards 

to the harm that could be identified.  Wendy’s had discovered a data breach in 

early 2016 and subsequently realized in June 2016 the breach was much greater 

than initially expected. In December 2016, a shareholder derivative action was filed.6  

The case was settled in May 2018, which included an agreement to adopt better 

cybersecurity measures and, of course, pay the plaintiff’s substantial attorneys’ fees.  

Since the plaintiff shareholders could not point to a reduced share price or purchase 

price, there was no real opportunity for them to recover damages.  Accordingly, 

Wendy’s exposure was dramatically different than Yahoo’s exposure.

Apparently emboldened by the success of the shareholders of Yahoo and Wendy’s, 

shareholders of Equifax recently brought a class action complaint against Equifax 

and more than a dozen of its executives in connection with the massive data breach 

Equifax discovered in 2017.7  While it is uncertain how this litigation will be resolved, 

it is clear that it is a new day for shareholder suits following data breaches.

Potentially portending a greater number of class action lawsuits against companies 

following data breaches is the immature cyberinsurance marketplace.  For most 

Defrosting... continued from page 8
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industry classes, perhaps other than retailers and health insurers, the market for 

cyberinsurance policies is soft.8  Recent estimates indicate global cyberinsurance 

premiums collected in 2017 were approximately $2.5 billion, and market experts 

continue to predict total annual premiums will grow to $20 billion by 2025, which 

means cyberinsurance remains the “golden goose” for the insurance industry.9  As 

a result, policies are near-fully customizable and few policy exclusions are non-

negotiable.10  Moreover, there is no accepted standardized cyberinsurance policy 

available, which allows for policyholders and their brokers to shop provisions from 

carrier to carrier.11  And, there is a growing recognition that a company’s response 

to a cyberattack, including its insurance program, must be the focus of the C-suite.12

All of these factors taken together could prove significant for shareholders if and 

when their companies suffer a major data breach, which requires the involvement 

of the companies’ insurance carriers.  If those carriers deny coverage outright, or 

limit coverage significantly, because of a policy provision that was capable of being 

negotiated out of the policy, the company can expect shareholder consternation and 

perhaps a lawsuit depending on the magnitude of the unavailability of coverage.  

Indeed, glaring examples of coverage denials and litigation arising from policy 

provisions that could have been eliminated are out there.  Perhaps the most illustrative 

example was a lawsuit filed by an insurer against its policyholder, Cottage Health 

System (“CHS”), in connection with a data breach that resulted in the release of 

private health care patient information.13  The underlying suit was a class action filed 

against CHS for violations of California’s Confidentiality of Medical Information Act.  

The underlying action was settled for $4.125 million, which was paid by the insurer.  

The insurer then initiated a declaratory judgment action seeking reimbursement.  It 

relied upon the policy’s Failure to Follow Minimum Required Practices Exclusion, 

which stated that the insurer was not liable for any loss arising out of any failure of 

the insured to “continuously implement the procedures and risk controls identified 

in the Insured’s application for this Insurance and all related information submitted 

to the Insurer in conduction with such application whether orally or in writing.”  The 

insurer alleged CHS’ failure to abide by the minimum required practices resulted in 

the data breach and subsequent loss.  The coverage litigation is ongoing.

Another example is the victory of Federal Insurance Company over P.F. Chang’s14 

with regard to a claim under a cyberinsurance policy.  The dispute arose when 

P.F. Chang’s suffered a data breach resulting in the compromise of approximately 

60,000 customer credit card numbers.  Federal initially reimbursed P.F. Chang’s 

for approximately $1.7 million in response costs to the breach.  However, Bank of 

American Merchant Services (“BAMS”) also suffered three assessments (Fraud 
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Recovery Assessment, Operational Reimbursement Assessment, and a Case 

Management Fee) by MasterCard in connection with the loss and demanded 

reimbursement from P.F. Chang’s pursuant to contract.  When Federal denied 

coverage for the losses, P.F. Chang’s filed suit.  The district court analyzed coverage 

for each of the assessments separately and concluded they either did not satisfy an 

insuring agreement or were barred pursuant to exclusions.  The court also found 

compelling that P.F. Chang’s had failed to purchase Payment Card Industry (“PCI”) 

liability coverage.  At the time P.F. Chang’s purchased its cyberinsurance policy, 

PCI liability coverage was not a standard industry offering, although the more 

sophisticated policyholders were purchasing it.  At bottom, P.F. Chang’s failure to 

obtain this newer insurance offering cost it millions.

In a similar situation, New Hotel Monteleone (“Monteleone”) suffered a greater loss 

than necessary because it purchased cyberinsurance with inadequate PCI liability 

limits.15  There, Monteleone had suffered a prior cyberattack and was seeking to 

purchase a cyberinsurance policy that would cover losses arising out of a subsequent 

attack.  After a second cyberattack, for which Monteleone’s payment card industry 

liability exceeded the limits of its coverage, the policyholder sued its insurer and 

retail agent.  The decisions by Monteleone and its agent ultimately resulted in a 

substantial loss that could have been eliminated entirely, or at least mitigated, had 

they better prepared for the aftermath of a cyberattack. 

We should see more coverage disputes arising from policy provisions that could 

have been deleted through pre-binding negotiation.  One source of these disputes 

is the cyberterrorism exclusion found in some policies.  State actors, non-state, 

and quasi-state continue to target companies for pecuniary or other purposes.  A 

recent threat assessment by the Director of National Intelligence warns of continued 

cyberattacks from Russia, China, Iran, and North Korea, among others.16  While 

the War Exclusion in the cyberinsurance policies are unlikely to be deleted, the 

terrorism exclusion seems more fungible, especially given many policies are sold 

with affirmative cyber terrorism coverage.  Also indicative of the fungibility of the 

terrorism exclusion is the reality that to qualify as terrorism, the act against the 

company must be so certified by the United States Secretary of the Treasury in 

concurrence with the Secretary of State and Attorney General, and no act has ever  

been certified an act of terrorism.17

Another potential source of coverage disputes is the insurability of fines and penalties 

assessed against U.S. companies as a result of their violation of the EU’s General 

Data Protection Regulation (“GDPR”).  The fines can range from €10 million to 4% 

of the company’s turnover, whichever is greater and depending on the severity of 
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the violation.  Some policies in the marketplace offer language that determines 

insurability of a fine or penalty in accordance with law that would be most favorable 

to the insured.  Absent negotiation for such favorable language, the policyholder may 

find itself with a multi-million dollar uncovered loss and, in turn, angry shareholders.  

This novel question of the insurability of GDPR fines may ultimately yield an answer 

that no penalties and fines are ever insurable, irrespective of the jurisdiction, but 

failure to negotiate for the most favorable policy provisions may foreclose even the 

possibility of creative argument.

While shareholder actions so far have focused on inadequate cybersecurity 

measures and improper reporting of breaches, the failure of a company to obtain 

the best available cyberinsurance could be the rhythm shareholders next bang out 

on their drums of criticism.  Given the lack of standardized cyber coverage and 

the competitiveness of the marketplace, companies typically have the opportunity 

to dig in their heels in the negotiation for cyberinsurance policies and negotiate 

for favorable terms.  If they do not, they risk inadequate insurance coverage, or 

even none at all, in the aftermath of a data breach.  This theory of liability against 

directors and officers is untested.  But, as the cost of data breaches continues to 

increase exponentially, we can fully expect shareholders to avail themselves of any 

and all means to pursue recovery for the perceived failures of the company to have 

in place a robust response to a cyberattack, including a strong, comprehensive 

insurance program.  

Companies should thus consult either a broker or an insurance coverage attorney 

particularly knowledgeable of cyberinsurance policies to review their insurance 

programs, and not just at renewal, to determine if any gaps in coverage exist.  And, 

brokers better get with the program, as well.  The fact is that it is not uncommon 

for brokers who sell cyber coverage to specifically tout their expertise in regards 

to cyber coverage issues and the efforts they will undertake to identify risks and 

prepare comprehensive risk management solutions for their customers specifically 

designed to protect them from their unique and individual cyber risks.  While the 

law in the vast majority of states provides that brokers do not owe a duty to advise 

or guide their customers with respect to coverage to purchase (including types of 

coverage, limits, or specialized coverages available by endorsement), a duty to 

advise may arise where there are deemed to be “special circumstances” or the 

parties’ business dealings are determined to constitute a “special relationship.”18  

Relevant factors in making this determination include where the broker represents 

itself as and is viewed by the customer as an expert in regards to a specific type 

of coverage, and where the broker should reasonably understand that its advice 

is being sought and specially relied upon.19  Because brokers looking to gain a 
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competitive advantage in selling cyber coverage will often make representations 

that can be cited as evidencing these critical factors, the absence of coverage for 

cyber related losses may provide the basis for failure to advise claims.20  Further, 

these exposures can potentially be so significant, it opens up brokers to enormous 

potential risk if they talk the talk but don’t walk it. 
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against potential liabilities can reduce the likelihood that clients will later file claims, as 

well as reducing the costs associated with these claims, which include loss of fees, 

self-insured retentions, the cost of insurance and damage to the firm’s reputation.  

Why Many Law Firms Do Not Attempt To Limit Their Liability In 
Engagement Letters…

Unlike accounting firms and other professional organizations, law firms typically do 

not attempt to limit their liability in their engagement letters. In fact, many firms do 

not secure formal letters of engagement from clients at all. Some law firms are 

concerned that clauses seeking to limit their liability are not enforceable due to 

ethical restrictions. Others fear that asking clients to agree to certain concessions 

could negatively impact the relationship, putting them at a disadvantage compared 

to more agreeable competitors. In addition, many law firms do not believe that putting 

these kinds of restrictions in place will significantly reduce liability to an extent that 

justifies the expense and resources necessary to implement them.

…And 5 Reasons Why They Should

While it is understandable why law firms may be reluctant to take steps to limit their 

liability in the engagement letter, there are a number of reasons why they should 

reassess this position:

1. Clients are now requiring their own engagement letters and the 

clients’ contract language typically seeks to impose and expand liability on 

law firms, often through boilerplate language that seems to run counter to the 

retained counsel’s position as a trusted counselor and advisor.

2. Law firms are held to very high professional standards, and 

even with the best quality controls in place, the professional liability exposure 

they face can result in claims in excess of their insurance policy limits, often 

from engagements in which the firm received very little compensation.

3. Law firms may be at a competitive disadvantage as their 

subcontractors and other providers who take steps to limit their own liability 

can offer services at cheaper rates.

4. The American Bar Association (“ABA”) recommends that 
lawyers communicate key terms of representation to clients, 

preferably in writing, either before or within a reasonable time after the 

representation has begun (see ABA, Model Rules of Professional Conduct 

(hereinafter “MRPC”), “Client-Lawyer Relationship, Rule 1.5, Fees”).

Discussion Paper... continued from page 9
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5. All experienced malpractice insurers recommend that law 
firms secure signed engagement letters that clearly state the 

responsibilities of the firm and include provisions that limit the firm’s liability, 

where permitted.

Structuring Engagement Letters That Limit Law Firm Liability

While the vast majority of states permit agreements limiting a lawyer’s liability, a few 

notable outliers unequivocally forbid a lawyer from entering into such an agreement.1 

Where permitted, the client must be independently represented by counsel, which 

can include in-house counsel (see MRPC, “Client-Lawyer Relationship, Rule 1.8 (h) 

(1), Current Clients: Specific Rules”).

Despite differences in enforceability from state to state, there seems to be little 

dispute regarding three components of a well-structured engagement letter that can 

help law firms in their client relationships and provide possible protection against 

malpractice claims. The three key components to the letter are: (1) identifying the 

client, (2) defining the scope of engagement, and (3) handling conflicts of interest.

Identify the Client

Defining who is and who is not the client is one of the most critical 

components of an engagement agreement. Without a tightly drawn definition of 

clients and non-clients in their contracts, law firms may be more susceptible to claims 

of conflict of interest that can be difficult and costly to defend. For an example of an 

ambiguous engagement letter with a client that exposed the law firm to malpractice 

and fiduciary breach of claims by a non- client, see the case of Exeter Law Group 
LLP v. Wong, 2016 NY Slip Op 32425(U) (Sup Ct, NY County 2016).

• Corporate Clients. When representing a corporation, law firms should 

define precisely who the corporate client is, and seek to specifically exclude 

those persons or entities the firm does not represent. For example, if Company 

A is a client, the firm should designate Company A’s officers, directors, 

employees, subsidiaries and assigns as non-clients.

• Founders of a Company or Partnership. If the firm’s client is a partnership 

or company with partners, the founders or partners should be designated as 

non-clients. Conflict of interest claims have been alleged based on a believed 

attorney-client relationship between a law firm and one of the founders and 

minority partner of the client. Including language that clarifies what parties 

are included from those excluded in the attorney-client relationship can help 
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law firms minimize these kinds of risks. A case that illustrates the importance 

of clearly designating clients and non-clients alike in an engagement letter is 

Home Care Industries, Inc. v. Murray, 154 F. Supp.2d 861 (D.N.J. 2001).

• Spouses and Domestic Partners or Parents and Children. 
Including language that clearly identifies the client and also designates non-

clients is especially important when the law firm has a pre-existing relationship 

with one or more of the parties or their family members. Silberberg v. Meyers, 

885 N.Y.S. 2d. 713 (Sup. Ct 2009) is an example of the effective use of clear 

engagement letter language to define which family members are included in 

the definition of client, and which ones are not.

Scope of the engagement

It’s equally important to define the scope of the engagement in the 
contract as clearly and specifically as possible. MRPC Rule 1.2 (c), 

“Scope Of Representation And Allocation Of Authority Between Client And Lawyer,” 

states that a lawyer may limit the scope of the representation if the limitation is 

reasonable under the circumstances and the client gives informed consent.

Law firms have traditionally shied away from narrowly defining the scope of 

engagement, believing that it is impractical to obtain frequent written amendments 

changing the scope of the engagement letter. Although a broadly worded scope 

of engagement section allows a firm to represent a client on a range of matters 

without the need for a new engagement letter, this could come with a price. In 

the event of a claim, a law firm’s belief about what it was retained to do may differ 

greatly from its client. From a risk management standpoint, the more restrictive 

the description, outlining solely what that firm intends to do, the better. Further, 

more precision and certainty around what the firm has or has not agreed to do 

encourages more frequent client contact, and could have other benefits as well, 

especially with respect to activities falling under an alternative fee arrangement 

rather than traditional hourly billing.

The case AmBase Corp. v. Davis Polk & Wardwell, 866 N.E. 2d 1033 (N.Y. 2007) 

is an example where the law firm prevailed in a malpractice case, in part, because 

the engagement contract wording was limited in scope and, therefore, viewed by the 

court as precise and clear. In contrast, the law firm in Barack v. Seward & Kissell, LLP, 

2017 WL 4023141, 16-cv-09664 (S.D.N.Y Sept.12, 2017) lost its motion to dismiss, 

because the court found the language in the retainer agreement to be too broad.

In drafting contract wording regarding the scope of the client engagement, attorneys 

should consider limitations on both the subject matter and the duration of their 
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representation. The following are sample disclaimers law firms should consider 

including when drafting this section of their client contracts:

• Where the firm represents the client in general litigation, and where insurance 

coverage is available to the client, the firm should consider stating that it “is 
neither opining on the scope of any available insurance nor representing the 
client in notifying insurers of claims, or in any negotiating or settlement of 
claims.”

• With litigation matters, it is particularly important to state that “the firm does 
not provide any guarantee or promise as to the outcome of any client matters 
undertaken by the firm.”

• Where relevant, the contact should explain “that the firm does not act as 
an investment advisor, or accountant, appraiser, insurance consultant, or 
architect or engineer, and does not accept any liability or responsibility for 
their appointment, supervision or performance of such entities that have been 
retained to perform those services.”

• Although clients may want their terms to control, the law firm’s contract 

should state, “In the event of any conflict between the provisions of the firm’s 
engagement letter and any outside counsel guidelines, the provisions of the 
firm’s engagement letter shall control.”

• Where the client has also retained another firm to handle an aspect of the 

engagement, it should be clearly specified what assignments the other firm 

will be handling, as claims have been brought by clients alleging that the firm 

had a broader role than the firm assumed. For example, specify if the firm will 

not make UCC filings in order to avoid any confusion (e.g., “The firm will not be 
responsible for any UCC filings or patent annuity work.”)

• In a merger and acquisition scenario, a firm may wish to specify that it has not 

been retained to give tax advice relating to the transaction. Even if another firm 

has given a tax opinion relating to the transaction, the firm may still want to 

consider including a provision that they have not been retained to review other 

counsel’s work.

• In the sale of a company, a firm may also want to specify whether their 

representation of the company will survive the transaction. If it does, new 

management will then have full access to the firm’s client files. In a case where 

a hostile takeover has occurred, new management could use this opportunity 

to comb through the firm’s files for communications relating to the defense of 

the takeover.
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Conflicts of interest

Conflicts of interest cause a significant number of malpractice claims that are very 

difficult to defend. As such, many firms look to secure a blanket advanced conflict of 

waiver in the engagement letter.

An example of this kind of language is: “The Firm represents a large number of 
other clients, and it is possible that during the course of such representation of the 
client by the firm, other clients may seek to assert or protect interests adverse to 
the client. These may constitute conflicts of interest that could prevent or otherwise 
inhibit the firm’s ability to represent such client. As a condition to the undertaking 
of this representation by the firm, the client agrees that the firm may continue to 
represent or undertake to represent existing or new clients even if those interests are 
directly adverse to or different from the clients, so long as such representation is not 
substantially related to work for the client.”

While these kinds of waivers can be effective, they can also be challenged (see 

Sheppard, Mullin, Richter & Hampton, LLP v. J-M Manufacturing Co., Inc., Case 

no S232946, a case currently under review by the California Supreme Court in 

which Sompo International and other malpractice insurance carriers have filed an 

amicus brief).1

Challenges are normally based on the premise that in order for any conflict to be 

waived, the specific nature of the conflict and the identity of the other client should 

be disclosed, factors that may be impossible to identify at the time the engagement 

letter is signed.

Additional Disclosures to Consider

Depending on the situation, there are a number of additional disclosures and items 

law firms should consider when preparing engagement letters that can help limit 

professional liability exposure. These include:

• Indemnification agreements that limit liability to specific 
amounts of damages. While there are significant restrictions on a law 

firm’s ability to limit liability, they may be able to do so when retained to provide 

non-legal services, such as when retained to provide supervisory responsibility 

for outside providers. Services that can be handled by non-lawyers include 

certain trust and estate or other fiduciary work, tax advice, electronic discovery 

and patent annuity tasks.

• Restrictions on the statute of limitations. This protection can be 

achieved directly in states where it is allowed, or indirectly through a clause in 
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the engagement letter stating that any dispute is to be handled by arbitration 

or litigation in a specific state and in accordance with the laws of that state that 

has the shortest statute of limitations.2

• Firms can also include language stating the engagement is terminated when 

the service is complete in order to ensure that the firm’s liability does not remain 

open-ended.

• “Waiver of jury trial” provisions. While this kind of provision does not 

directly impact a firm’s ability to limit professional liability, it will allow the attorney 

to control the forum in which any disputes are to be resolved, thus potentially 

leading to a more predictable outcome. The firm should also consider including 

language stating that at the option of the firm, mediation or arbitration may 

be required in place of litigation for any client disputes, especially when the 

dispute involves fees.

• Protections against third-party suits and liability. Law firms 

should consider including the following types of statements in both their own 

engagement letters as well as on any documents a third party could potentially 

read:

• “Any opinion provided to the client cannot be relied on by any third party 

without the specific agreement of the firm.”

• “Clients are prohibited from assigning claims to third parties.”

• Limiting the liability associated with supervising 
subcontractors. In situations where a subcontractor is supervised by the 

law firm, retained counsel should take steps to guard against becoming fully 

responsible for any negligence of the subcontractor. For example, attorneys 

may request that subcontractors maintain certain minimum coverage in their 

insurance policies or request that a subcontractor indemnify the law firm for any 

claims brought by a client in response to actions taken by that subcontractor.

• Disclosure regarding electronic communications. For example: 

“We may communicate with you and others via email. Such emails can be 
intercepted read, disclosed or otherwise used or communicated by an 
unintended third party. We cannot guarantee or warrant that emails from us 
will be properly delivered and read only by the addressee and may result in 
attorney client privilege being waived. We specifically disclaim any liability or 
responsibility whatsoever for such interception or unintentional disclosure, and 
you agree we shall have no liability for any loss or damage to any person or 
entity resulting from the use of email transmissions.”

www.americanbar.org/tips


Fall 2018Professional Liability Insurance

32americanbar.org/tips

How to Respond if a Client Asks for an Indemnity Agreement

Before finalizing or amending the terms of any engagement letter or indemnity 

agreement, a law firm should have its own general counsel review the contract. In 

fact, a firm should avoid entering into an indemnity agreement if possible, although 

many firms feel pressure to do so in the interest in maintaining a client relationship. 

If faced with this type of request, the following strategies can help law firms respond.

• Attempt to persuade the client that an indemnity agreement is 
not appropriate for a professional service firm. Law firms act in a 

professional role and are subject to ethical restrictions. As such, they are unlike 

other vendors who may serve simply as suppliers of products.

• Explain that indemnity agreements were originally intended 
for bodily injury and property damage claims brought by third 

parties, and therefore, should exclude professional services. Most law firms 

are protected for bodily injury and property damage claims in a commercial 

general liability insurance policy and against data breaches through the 

purchase of a cyber liability policy.

• Remind the client that it is not in their best interest. Entering 

an indemnity agreement can change the fundamental relationship between 

the client and its retained counsel. Doing so can potentially invalidate the law 

firm’s professional liability insurance policy, thus reducing a source of recovery 

for any malpractice claims made against them. In addition, requiring these 

agreements could reduce the number of law firms available to the client, and 

firms who sign them may seek higher rates to counteract increased exposure 

under their professional liability insurance policy.

• Request that the client waive any indemnity provisions to 
the extent they impair or conflict with the firm’s malpractice 
insurance policy. Signing an indemnity agreement could trigger a 

contractual liability exclusion in the firm’s insurance policy and leave it 

unprotected, reducing a source of recovery to pay a client’s malpractice claim 

against the firm.

• If indemnification is agreed to, obtain reciprocal 
indemnification from the client. If the firm indemnifies the client 

against claims based on negligence of the firm, require that the client, in turn, 

indemnify the firm for claims caused by client negligence.
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• If all else fails, assert the firm’s right to proportionate liability. 
Include a clause similar to the following into the agreement: “Without limiting 
the generality of the forgoing, the obligations undertaken by outside counsel 

do not impair outside counsel’s ability to assert defenses of contributory or 

comparative negligence, or defenses otherwise applicable in professional 

negligence or negligent supervision claims.”

Conclusion

Changing client relationships, increased competition and a rise in claims severity 

underscore the imperative for law firms to take steps to limit their professional liability 

exposure. While the laws governing client agreements vary from state to state, the 

inclusion of provisions for identifying the client, defining the scope of engagement 

and handling conflicts of interest can play an important role in a firm’s risk mitigation 

process.

Understandably, firms do not want to place demands on clients that could potentially 

jeopardize the relationship. However, as clients increasingly look to limit their own 

liability exposure, it is reasonable for them to expect that their retained counsel 

should do the same. In this context, a carefully crafted and thoughtfully presented 

engagement letter can be an important tool to help firms strike a successful balance 

between protecting the firm and preserving their client relationships. 

Sompo International does not make any representations or warranties as to the 
technical accuracy or compliance with any law or professional standards. We 
recommend retaining experienced counsel knowledgeable about engagement 
letters and ethical standards, your firm, and the laws of the jurisdiction where you 
practice. 

Endnotes

1  Since we originally wrote this paper, the California Supreme Court has issued a decision in Sheppard, Mullin, 
Richter & Hampton, LLP v. J-M Manufacturing Company, Inc. In that case, the Court held (in part) that without full 
disclosure of existing conflicts known to the attorney, the client’s consent was not informed for purposes of California’s 
ethics rules. The court did not reach the issue of whether a blanket advance waiver would be permissible (p 28). As 
California still follows the Model Code, a different outcome may result under the Model Rules.

2  Hinshaw & Culbertson LLP has prepared a listing that shows how each state views this issue and provides 
details about the statute of limitations for commencing a legal malpractice action based on claims of negligence 
for each state.
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